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1. Overview

The Collaborative Network Environment (CNE) is a melding of networking technologies, office desktop, production, and collaboration software tools. These components provide an environment where local and remote users can electronically interact in real-time.  Production issues can be posted, discussed and solved in an efficient manor without the transfer of hardcopy materials or displacement of personnel.  This document details the configuration and operations of contractor CNE machines operating at an Unclassified level.  It describes the CNE architecture including hardware and software requirements.  Contractor access via Challenge Handshake Authentication Protocol (CHAP) is described as well as dial-up configuration settings.  It concludes with configuration and operational details for the collaboration software tools, Microsoft NetMeeting, Teamwave Workplace and CuSeeMe Networks Meeting Point Conference Server.  

The CNE conceptually has three Phases.  This document focuses on CNE Phase I activities.  Phase I includes real-time collaboration (i.e. data, audio, and video) at the Unclassified level with NIMA Production Contractors and NIMA Personnel located in Bethesda and St. Louis.  Currently, NIMA Production Contractor access to the CNE is through dial-up modem connection limiting functionality within the CNE.  A virtual private network (VPN) solution for Phase I has been researched and details regarding a VPN implementation should be available shortly.  Phase II includes the establishment of a CNE at the SECRET/Collateral level for NIMA St. Louis, Bethesda, and Reston.  Phase III includes collaboration with Production Contractors in both the Unclassified and SECRET CNEs.  

2. CNE Domain Configuration

The Phase I Unclassified CNE resides on the NIMA Enterprise Unclassified Backbone. The CNE consists of one Microsoft Windows NT domain (named CNE) with no trust relationships to other NIMA domains.  NIMA Bethesda hosts the CNE domain primary domain controller as well as two backup domain controllers.  NIMA St. Louis hosts one backup domain controller.  Each site has a production server for collaboration server software and file storage.  

3. NIMA Server Architecture

The CNE Bethesda and St. Louis production servers are configured to function as partners.  Both NIMA Bethesda and St. Louis have the same server software.

CuSeeMe Networks Meeting Point MCU 4.0.2.17 Conference Server software


TeamWave WorkPlace version 4.3 Server software

Microsoft Internet Information Server version 4.0 (Web and FTP services) 

The Meeting Point Conference servers (i.e. St. Louis and Bethesda) are clustered to share the load during collaboration conferences to minimize excessive data traversing over the NIMA WAN.  TeamWave Workplace servers act as independent servers.  User accounts and TeamWave rooms are not automatically replicated between TeamWave servers.  Since NIMA’s modem dial-up entry point is in Bethesda, CNE users will usually access the TeamWave server located in Bethesda (CNEEAST by name).  

4. Contractor Workstation Hardware/Software Requirements

Because the CNE uses office desktop, production and collaboration software tools, it is critical that the hardware platform has the resources to support these tools.  Generally speaking, CNE computer hardware requirements are based on the software used (e.g. Operating System, ESRI’s ArcView, Microsoft NetMeeting, TeamWave Workplace…). Listed below are general recommendations for minimum hardware requirements.  Please note that audio conferencing works better with a full duplex sound card and an integrated microphone and headphone (a.k.a. headset).  In addition, video conferencing operates better on machines with more processing power.


Minimum Hardware Requirements


Pentium III 333MHz or higher.


64 MB memory (128 MB or more would be better).


2 GB of hard disk space.


Video Card with 8MB of memory supporting true color (e.g. Matrox 128).


Video Capture card for camera (e.g. Winnov Videum AV*) or equivalent USB compatible camera.


Video Camera with an on-off switch for hardcopy documents (e.g. Videolabs ScholasticCam).


64 bit full duplex sounds card* (if needed see note below).

21” high resolution monitor.


Network Interface card (dependent your own infrastructure).


Modem (56Kbps supporting V.90 and K56flex standards.  NIMA can support ISDN modem connections also).


Integrated Stereo headphone and microphone (headset) with mic on/off switch.


Mouse and keyboard.

* = Video capture cards may have an integrated sound card which removes the need for a separate sound card. 

Software requirements can be more difficult to pin down since versions change frequently.  In addition, the software recommendations are based on supportability by NIMA CNE personnel.  Below are the general CNE software guidelines with specifics when required.  


General Software Requirements

Microsoft Windows NT 4.0 SP4 or greater. (Currently can not support Windows 2000.  Also are looking into moving to Service Pack 6a).

Browsers Internet Explorer 4.x or Netscape 4.x.

Office 97 SR2 (Office 2000 could be used but has not been tested on CNE).

Production Software as needed.

TeamWave 4.3 client software (Looking at upgrading to version 4.3.1).

NetMeeting 3.01 (at least build 4.4.3388).

Video capture driver software to operate video camera.

Microsoft PhotoEditor or Paint Shop Pro or Adobe Photoshop for file conversion. (TeamWave can only handle GIF image format so you have to convert an image file into GIF for it to be seen in TeamWave).  

5. Contractor Connectivity Constraints

The contractor CNE workstations will be used to connect to a NIMA controlled network only.  These workstations although Unclassified cannot be connected to any other network, nor can they be used to proxy other computers through a NIMA network without prior approval.

6. Chap Accounts

Each OMNIBUS contractor will use a similarly configured workstation that will have dial-up capabilities. Each contractor will be supplied with accounts and passwords for:  CHAP (Challenge Handshake Authentication Protocol) dial-up and TeamWave Workplace access.  These accounts provide the contractor with access to the CNE.  They do not provide the contractor access to any other NIMA resource.  Instructions for using CHAP access and configuring dial-up networking access are provided in section 8. 

Note: Connecting to NIMA networks via CHAP will subject the NIMA Production Contractors to network monitoring and auditing of account activities during connectivity.  CHAP and TeamWave Workplace accounts and passwords will be supplied by NIMA and are subject to termination if any abuse is recorded.

7. Server Access Control

Each contractor will be given a TeamWave account.  The account will be supplied by NIMA and is subject to termination if any abuse is recorded. Auditing will be enabled.  The CNE domain servers will be designed to run name resolution for the CNE independent of any other NIMA name resolution.
For information on connection, set up and acquiring CHAP account contact the GIC Point of Contact at ogicweb@nima.mil.
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